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ABSTRACT: With the rapid expansion of the mobile application ecosystem, particularly on platforms like Google
Play, the prevalence of fraudulent apps has emerged as a significant concern. These malicious or deceptive
applications pose threats ranging from data theft to financial fraud, thereby compromising user trust and platform
integrity. This study explores a hybrid approach to detecting fraudulent apps by integrating sentiment analysis of
user reviews with app metadata analysis. Sentiment analysis is used to extract patterns of abnormal or inconsistent
user feedback that may indicate suspicious behavior, such as review spamming, artificially inflated ratings, or
coordinated negative campaigns. Concurrently, metadata attributes such as app category, number of installs, update
frequency, rating trends, and developer reputation are evaluated to identify anomalies that deviate from legitimate
app behavior. By combining natural language processing techniques with supervised machine learning models, the
proposed framework enhances fraud detection accuracy and provides a scalable solution for app store moderation.
The results demonstrate that this dual-feature methodology can significantly outperform traditional detection systems
that rely solely on metadata or user reviews in isolation.

KEYWORDS Google Play, App Fraud Detection, Sentiment Analysis, App Metadata, User Reviews, Machine
Learning, Natural Language Processing (NLP), Fake Apps, Review Spam Detection, Mobile App Security, Anomaly
Detection, App Store Moderation, Data Mining, Text Classification, App Trustworthiness

L. INTRODUCTION

The exponential growth of mobile applications has transformed the way users interact with digital services, with
platforms like Google Play hosting millions of apps across diverse categories. While this ecosystem offers immense
convenience and innovation, it has also become a breeding ground for fraudulent applications. These apps often employ
deceptive tactics such as fake reviews, manipulated ratings, and misleading metadata to gain visibility, mislead users,
and sometimes execute malicious activities. Traditional security measures, which primarily focus on static app
permissions or code analysis, are often insufficient to detect such sophisticated fraud patterns.

To address this challenge, there is a growing interest in leveraging user-generated content and app-related data for fraud
detection. Sentiment analysis of user reviews offers valuable insights into user experience and satisfaction, helping to
identify anomalies such as review spamming or inconsistent sentiment trends. Simultaneously, analyzing app
metadata—including install counts, update frequency, developer information, and rating distributions—can help
uncover discrepancies that may signal fraudulent intent.

This research proposes an integrated approach that combines sentiment analysis with metadata evaluation to improve
the accuracy and reliability of fraud detection systems on the Google Play Store. By employing machine learning and
natural language processing techniques, the model aims to effectively distinguish between legitimate and potentially
fraudulent applications. The goal is to enhance user safety, preserve platform integrity, and support automated
moderation processes in app marketplaces.
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II. LITERATURE SURVEY

The detection of fraudulent applications on mobile platforms, particularly Google Play, has garnered significant
attention in recent years due to the increasing number of malicious or deceptive apps affecting user security and trust.
Several researchers have proposed methods to combat this issue, focusing primarily on app metadata analysis, user
behavior patterns, and review mining.Early approaches in app fraud detection relied heavily on app metadata, such as
developer credentials, app ratings, number of downloads, and permission requests. For instance, Sarma et al. (2012)
explored the relationship between app permissions and potential malicious behavior, demonstrating that static features
can indicate abnormal patterns. Similarly, Wei et al. (2014) introduced metadata-based heuristics to detect suspicious
apps, emphasizing features like excessive updates or unusual download counts.However, relying solely on metadata has
limitations, as sophisticated fraudsters often mimic legitimate apps to avoid detection. This led to the inclusion of user
review analysis as a complementary strategy. Fake or spam reviews are commonly used to manipulate app rankings,
and researchers such as Mukherjee et al. (2013) utilized linguistic and behavioral patterns to distinguish between
genuine and deceptive reviews. Their work highlighted the importance of sentiment consistency, review burstiness, and
repetition in identifying fraudulent activities.

III. METHODOLOGY

The methodology for detecting fraudulent applications on the Google Play Store involves a hybrid approach that
integrates sentiment analysis of user reviews with app metadata analysis. The process begins with data collection,
where app-related information is extracted using tools such as Google Play Scraper or other third-party APIs. This
includes metadata attributes like app ratings, number of installs, update frequency, size, developer credentials, and
permissions requested, along with a large corpus of user reviews that provide insights into user satisfaction and app
performance.Once the data is collected, preprocessing is carried out to ensure data quality and consistency. For
metadata, this involves handling missing values, normalizing numerical features, and encoding categorical variables.
For user reviews, natural language preprocessing techniques such as tokenization, stop-word removal, lemmatization,
and text normalization are applied. This step also includes filtering out irrelevant or duplicate reviews to reduce noise
in the dataset. The next phase involves sentiment analysis of user reviews using Natural Language Processing (NLP)
tools like VADER, TextBlob, or transformer-based models such as BERT. Sentiment scores and polarity (positive,
neutral, or negative) are extracted from each review to assess user perception. Additional sentiment-based features
such as the average sentiment score, proportion of extreme reviews, and temporal changes in sentiment are computed
to capture unusual patterns indicative of fraudulent behavior.

Simultaneously, feature extraction from both metadata and sentiment analysis is performed to construct a
comprehensive feature set. This includes statistical measures such as the mean and variance of app ratings, install-to-
review ratio, update frequency, and sentiment inconsistency across reviews. These features serve as inputs for
classification models designed to distinguish between legitimate and potentially fraudulent apps. Supervised machine
learning algorithms, including Logistic Regression, Decision Trees, Random Forest, Support Vector Machines
(SVM), and Gradient Boosting, are employed to train the fraud detection models. Hyperparameter tuning and cross-
validation techniques are used to optimize model performance. The effectiveness of the models is evaluated using
standard metrics such as accuracy, precision, recall, F1-score, and ROC-AUC. Finally, a conceptual fraud detection
system is proposed, integrating components for data ingestion, review sentiment analysis, metadata evaluation, and
real-time fraud prediction. This system aims to assist app marketplaces in identifying suspicious applications more
efficiently and accurately, enhancing platform integrity and user safety.

IV. EXPERIMENTAL RESULTS

* A dataset comprising 5,000+ apps was collected from the Google Play Store, including both legitimate and known
fraudulent apps, along with over 100,000 user reviews.

« Sentiment analysis using VADER and BERT models was conducted to extract sentiment scores and classify reviews as
positive, neutral, or negative.
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Feature sets were created in three configurations for comparative evaluation:

Metadata-only features

Sentiment-only features

Combined metadata and sentiment features

Machine learning models were trained using algorithms such as Random Forest, SVM, Logistic Regression, and

Gradient Boosting.

5. Among the models, the Random Forest classifier with combined features achieved the highest accuracy of
92.3%, followed by Gradient Boosting at 90.8%.

6. The combined feature model significantly outperformed individual feature sets:

*  Metadata-only: Accuracy 84.5%

*  Sentiment-only: Accuracy 78.6%

*  Combined: Accuracy 92.3%

*  Precision and recall for the best-performing model were:

e Precision: 91.4%

* Recall: 93.1%

*  Fl-score: 92.2%

* ROC-AUC score for the Random Forest model reached 0.96, indicating strong classification performance.

»  Feature importance analysis revealed that sentiment inconsistency, install-to-review ratio, and update frequency

were among the top predictive features.

BN = e

The experimental results confirm that integrating sentiment analysis with app metadata enhances fraud detection
capability, providing a more reliable and scalable approach for identifying suspicious applications.

V. CONCLUSION

The rapid growth of mobile applications on platforms like Google Play has made fraud detection a critical task to
ensure user safety and maintain platform integrity. This study demonstrates that combining sentiment analysis of user
reviews with app metadata provides a powerful and effective approach to identifying fraudulent applications. While
traditional methods relying solely on metadata or permission analysis can miss subtle indicators of fraud, the
inclusion of sentiment-based features captures deeper insights into user experiences and abnormal behavior patterns.

The experimental results confirm that models leveraging both data types—textual and structural—achieve
significantly higher accuracy, precision, and recall compared to those using individual feature sets. Key features such
as sentiment inconsistency, review bursts, and update irregularities were found to be strong indicators of fraudulent
activity. Among the machine learning models tested, Random Forest and Gradient Boosting classifiers demonstrated
superior performance in detecting suspicious apps.

Overall, the proposed hybrid methodology offers a scalable, data-driven framework that can assist app marketplaces in
proactively flagging potentially harmful applications. Future work may focus on integrating real-time data streams,
improving sentiment analysis with more advanced NLP models, and adapting the framework for other app ecosystems
beyond Google Play.
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