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ABSTRACT: A purely peer-to-peer version of electronic cash would allow online payments to be sent directly from 

one party to another without going through a financial institution. The prevalence of fake social media accounts poses 

significant challenges to cybersecurity, trust, and the integrity of digital communication. Existing solutions primarily 

leverage Artificial Intelligence (AI) and Machine Learning (ML) for detec-tion, but they often face scalability and 

centralization limitations. This paper proposes a novel approach that integrates blockchain technology with traditional 

AI/ML methodologies to provide a more robust, scalable, and transparent solution. 

 
Our proposed framework employs blockchain-based validation for decentralized and tamper-proof veri-fication of 

social media accounts. This approach enhances existing detection methods by incorporating AI for identifying 

suspicious behaviour and patterns while ensuring the integrity of verified accounts through blockchain’s immutable 

ledger. By leveraging decentralized decision-making and cross-platform integration, the system offers comprehensive 

protection against fake accounts across various social media platforms. 

 
The feasibility of this approach is supported by the integration of widely-used tools such as Python, Ten-sorFlow, and 

Ethereum, ensuring compatibility with existing infrastructures. Furthermore, compliance with global privacy 

regulations like GDPR and the use of green blockchain solutions enhance the viabil-ity and sustainability of the system. 

This study highlights the economic and social benefits of the proposed system, including reduced finan-cial losses from 

online scams, increased user trust in social media platforms, and a safer online environ-ment. By addressing the 

limitations of current solutions, this blockchain-enhanced methodology repre-sents a significant step forward in the 

fight against fake social media accounts. 

 

KEYWORDS: Fake Social Media Detection, Blockchain Technology, Social Media, Machine Learning, Deep 

Learning, Natural Language Processing. 

 
I. INTRODUCTION 

 

The growing prevalence of fake social media accounts poses a critical challenge to online security, trust, and the 

integrity of digital platforms. These accounts are frequently utilized for malicious purposes, such as disseminating 

misinformation, conducting phishing attacks, and perpetrating fraud. While artificial intelligence (AI) and machine 

learning (ML) have been extensively used to detect such accounts, their centralized nature often leads to limitations, 

including scalability issues, susceptibility to tampering, and inconsistent performance across platforms. To address 

these challenges, this research proposes an innovative framework that integrates blockchain technology with AI and 

ML to create a robust, scalable, and transparent solution for detecting fake social media accounts. 

 

The proposed system incorporates a blockchain layer that leverages platforms like Ethereum and Hyperledger Fabric 

to store account validation data immutably. This ensures data integrity and provides a decentralized approach to 

account verification, reducing reliance on centralized systems prone to manipulation. Simultaneously, the AI/ML layer 

employs advanced techniques to analyze behavioral patterns, content features, and network interactions, effectively 

identifying suspicious accounts. By utilizing widely recognized frameworks such as TensorFlow and Scikit-learn, the 
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system ensures reliable detection accuracy. Furthermore, APIs are integrated for seamless data exchange with major 

social media platforms, enabling a unified, cross-platform detection mechanism. 

 

To ensure privacy and security, the framework adheres to global regulations such as the General Data Protection 

Regulation (GDPR) and employs secure authentication protocols like OAuth 2.0. The use of decentralized verification 

methods strengthens trust in the detection process, while the combination of blockchain and AI/ML enhances 

scalability and accuracy. The system is implemented using Python and Solidity for development, supported by cloud 

infrastructure to handle large-scale operations. Blockchain nodes are distributed across multiple regions to ensure high 

availability and fault tolerance. 

 

This hybrid approach addresses the inherent weaknesses of current detection methods by combining the transparency 

and security of blockchain with the predictive capabilities of AI. It offers significant benefits, including reduced 

financial losses due to scams, increased user trust in social media platforms, and a safer online environment. Although 

challenges such as blockchain scalability and adoption barriers remain, the proposed framework provides a foundation 

for a decentralized and efficient solution to the problem of fake social media accounts. Future advancements could 

focus on incorporating energy-efficient blockchain solutions and real-time adaptive AI models to further enhance the 

system’s capabilities. This research demonstrates how blockchain and AI/ML can be synergistically applied to tackle 

one of the most pressing issues in today’s digital landscape. 

The dataset used for this project provides a comprehensive analysis of user accounts to detect fake profiles. Below is 

an overview of the key attributes of the dataset: 

 

Table 1: Dataset Overview 

 

 

 

 

 

 

 

 

 

 

 

II. LITERATURE SURVEY 

 

1. General Fake News Detection 

The detection of fake news and accounts on social media has been a focus of numerous studies, as mis -information 

poses significant threats to public trust and cybersecurity. Vosoughi et al. (2018) conducted a seminal study on the 

spread of true and false news online, revealing that false news spreads more rap-idly and broadly than truthful 

information. This work emphasizes the urgency of developing robust de-tection mechanisms to counter 

misinformation. Similarly, Shu et al. (2017) provided a comprehensive review of fake news detection techniques, 

highlighting the use of data-driven approaches to classify mis-information based on user behaviour, content 

patterns, and social contexts. Ruchansky et al. (2017) in-troduced a hybrid model, CSI, combining content, user 

features, and social context to enhance the detection accuracy of fake news. These studies underline the 

effectiveness of AI/ML-based methods but also point to their inherent limitations, such as reliance on centralized 

systems that may compromise scalability and data integrity. 

 

2. Blockchain-Based Approaches 

Blockchain technology has emerged as a promising solution to the challenges faced by traditional detec -tion 

methods. Khan et al. (2020) reviewed the application of blockchain in combating fake news, show-casing its ability 

to provide tamper-proof and decentralized data management. Their work demonstrated that blockchain could 

significantly enhance the reliability of detection systems by ensuring data integrity and transparency. Singh et al. 

(2019) explored decentralized fake news detection using blockchain tech-nology, emphasizing the elimination of 

single points of failure and the creation of a transparent verifica-tion process. Wang et al. (2019) proposed a 

Dataset Attribute Description 

Number of Accounts Total number of user accounts analyzed. 

Legitimate Accounts Number of verified legitimate accounts. 

Fake Accounts Number of flagged fake accounts. 

Features Used Behavioral, content-based, network 

http://www.ijirset.com/


 

|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710| 

                                      Volume 14, Issue 5, May 2025 

                              |DOI: 10.15680/IJIRSET.2025.1405297|  

IJIRSET©2025                                           |     An ISO 9001:2008 Certified Journal   |                                   13376 

blockchain-based trust mechanism to improve the credibility of information on social media platforms. This 

mechanism assigns credibility scores to users and content based on their blockchain-verified history. Furthermore, 

Zhang et al. (2019) designed a blockchain-based system for credible news dissemination, which focuses on 

enhancing the transparency of content origin and dissemination processes. These studies collectively highlight the 

potential of blockchain to complement AI/ML by addressing the limitations of centralization and data manipulation.  

 

      3. Machine Learning for Fake News Detection 

Machine learning has been extensively utilized to identify patterns indicative of fake news or accounts. Ma et al. 

(2011) were among the early researchers to employ supervised learning models for rumor de -tection in microblogs, 

demonstrating the potential of ML to classify content based on linguistic and be-havioral features. Rubin et al. 

(2015) delved into deception detection in text-based conversations, iden-tifying linguistic cues and patterns that 

can be leveraged to differentiate between truthful and deceptive content. Hawkins and Graefe (2019) provided a 

systematic review of various fake news detection methods, including ML approaches, and highlighted future 

directions for enhancing these techniques. 

 

4. Comparative Analysis and Limitations of Existing Solutions 

While AI and ML techniques have demonstrated their ability to detect fake news and accounts with considerable 

accuracy, their reliance on centralized data processing poses significant challenges. Centralized systems are 

susceptible to tampering and face scalability issues when dealing with the vast amount of data generated on social 

media platforms. On the other hand, blockchain provides a decentralized, transparent, and immutable solution, but 

its computational overhead and integration complexity are notable drawbacks. Integrating blockchain with AI/ML 

has the potential to combine the strengths of both technologies, ensuring accurate detection while maintaining 

transparency and scalability. 

 

III. METHODOLOGY 

 

This framework combines blockchain technology with AI and machine learning (ML) to provide a scal-able, 

transparent, and secure solution for detecting fake social media accounts. Leveraging blockchain’s decentralization 

and AI’s predictive power, it addresses the challenges posed by fake accounts effective-ly. 

 

1. Blockchain Layer: Decentralization and Transparency 

• Immutable Ledger: Stores account validation data securely, ensuring resilience against tamper-ing. 

• Smart Contracts: Automatically execute actions like flagging suspicious accounts based on predefined 

conditions. 

• Decentralized Decision-Making: Utilizes consensus mechanisms (e.g., Proof of Stake) to vali-date fake 

account decisions without central authority. 

• Cross-Platform Integration: APIs connect the blockchain with social media platforms (e.g., Fa-cebook, 

Twitter), enabling system-wide detection. 

• Reputation System: Tracks user behavior over time to identify patterns indicative of fake ac-counts. 

 

2. AI/ML Layer: Detecting Fake Accounts 

• Supervised Learning: Uses algorithms like decision trees and support vector machines (SVM) trained on 

labeled datasets to classify accounts. 

• Unsupervised Learning: Applies clustering algorithms (e.g., K-means) to detect unusual user behavior 

patterns. 

• Hybrid Deep Learning Models: Combines user features and social context for sophisticated fake 

account detection, inspired by CSI (Ruchansky et al., 2017). 

• Natural Language Processing (NLP): Analyzes text to detect spam, deceptive content, or mali-cious 

links. 

 

3. Integration of Blockchain and AI/ML 

• Immutable Data Storage: Stores AI/ML detection results on the blockchain for tamper-proof and 

auditable decisions. 
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• Consensus Verification: Verifies AI-detected fake accounts across multiple blockchain nodes for 

enhanced trust. 

• Smart Contracts for Automation: Automates actions such as account suspension or administra-tor 

notifications upon detection. 

 

4. Privacy Compliance 

• Data Anonymization: Ensures sensitive user information remains anonymized while supporting detection. 

• User Consent: Records user consent on the blockchain, maintaining transparency and regulatory 

compliance. 

• Secure Authentication: Implements OAuth 2.0 for secure user and system interactions. 

• This integrated framework demonstrates how blockchain and AI/ML technologies can synergize to create 

a robust system for combating fake social media accounts while ensuring privacy and transparency. 

 

Figure 1: basic blockchain structure 

 

 
 

IV. IMPLEMENTATION 

 

The proposed framework integrates blockchain technology with machine learning (ML) models to create a 

decentralized, transparent, and scalable system for detecting fake social media accounts. The imple-mentation involves 

modern technologies such as Ethereum, Hyperledger Fabric, Python, and smart con-tracts, ensuring privacy compliance 

and robust performance. 

 

1. Development Tools 

• Blockchain Platforms:  

o Ethereum: For building decentralized smart contracts that enable immutable data storage and 

automated actions, such as flagging fake accounts. 

o Hyperledger Fabric: An enterprise-grade framework for permissioned blockchain net-works, ensuring 

secure and scalable interactions. 

• Machine Learning Libraries:  

o TensorFlow/Keras: For building deep learning models to analyze account behaviors. 

o Scikit-learn: For implementing supervised and unsupervised algorithms like decision trees, SVMs, 

and clustering techniques. 

o NLP Libraries: Tools such as NLTK and spaCy for analyzing text to detect spam and ma-licious 

content. 

• Smart Contracts:  

o Solidity: The primary language for writing Ethereum-based smart contracts to automate account 

validation and securely store data. 

• Cloud Infrastructure:  

o Platforms like AWS or Azure for scalable data processing and storage, supporting ma-chine learning 

model execution. 
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2. Architecture 

The system consists of three primary components: 

• Blockchain Layer: 

o Account Validation and Reputation Tracking: Smart contracts store account validation and reputation 

scores, which are determined based on behavior and historical data. 

o Immutable Data Storage: Ensures data integrity by preventing tampering. 

o Decentralized Consensus: Uses mechanisms like Proof of Stake for validating fake ac-count 

detections. 

• AI/ML Layer: 

o Supervised Learning: Models analyze behavioral patterns, content, and interactions to classify 

accounts as legitimate or fake. 

o Unsupervised Learning: Clustering algorithms detect anomalies to identify new patterns of fake 

accounts. 

o Hybrid Models: Combines deep learning with traditional ML techniques for enhanced de-tection 

accuracy. 

• Integration Layer with Social Media Platforms: 

o API Integration: Fetches user data from platforms like Facebook and Twitter for analysis. 

o OAuth 2.0 Authentication: Ensures secure user data interaction. 

o Cross-Platform Detection: Standardized detection across multiple platforms. 

 

Figure 2: Blockchain-Based Architecture 

 

 
  

3. Workflow 

1. Data Collection: User data (e.g., metadata, posts) is collected via social media APIs. 

2. Account Analysis: AI/ML models analyze behavioral patterns, content, and interactions, flag-ging suspicious   

accounts. 

3. Blockchain Validation: Validation results are stored immutably on the blockchain using smart contracts. 

4. Decision and Action: Smart contracts automate responses, such as notifying administrators or suspending 

accounts. 

5. Privacy Compliance: User consent is recorded on the blockchain, and data is anonymized to comply with 

GDPR and similar regulations. 

 

4. Scalability and Performance 

• Distributed Nodes: Blockchain nodes distributed across regions enhance fault tolerance and re-silience. 

• Cloud Computing: Scalable infrastructure for processing large datasets and running ML models efficiently. 

• Optimized Smart Contracts: Reduced gas fees and computational overhead ensure cost-effective blockchain 

operations. 

 

5. Testing and Evaluation 

• Test Data: Labeled datasets containing legitimate and fake accounts. 

• Evaluation Metrics:  

o Accuracy: Correct identification rate of fake accounts. 
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o Precision and Recall: Balances false positives and negatives. 

o Scalability: Handles large data volumes from multiple platforms. 

 

6. Challenges and Considerations 

• Blockchain Scalability: Mitigated by using private blockchains or sidechains for faster pro-cessing. 

• Platform Adoption: Social media platforms may initially resist integration but can benefit from enhanced 

security and transparency. 

• Energy Efficiency: Using energy-efficient protocols like Proof of Stake reduces blockchain energy 

consumption. 

 

V. EXPERIMENTAL RESULTS 

 

 The proposed framework for detecting fake social media accounts was evaluated across several dimen-sions, 

including detection accuracy, system performance, scalability, and privacy compliance. Below are the key findings and 

discussions based on the results from the implementation and testing phases. 

 

1. Enhanced Detection Accuracy 

The integration of AI/ML models with blockchain technology significantly improved fake account de-tection 

accuracy. Key metrics achieved by the system include: 

• Precision: 89% — percentage of correct fake account detections out of all detected accounts. 

• Recall: 92% — percentage of actual fake accounts successfully detected. 

• F1-Score: 90.5% — balance between precision and recall. 

Key factors contributing to this performance: 

• Hybrid Deep Learning Models: Combining CNNs and RNNs effectively analyzed behavior patterns, content, 

and interactions. 

• Supervised and Unsupervised Learning: Models like decision trees and clustering algorithms enhanced 

detection, identifying novel fake account patterns. 

 

2. Blockchain for Tamper-Proof Validation 

The blockchain layer ensured integrity, transparency, and security in the detection process. Benefits ob-served: 

• Immutability: Validation data stored on the blockchain was tamper-proof, ensuring reliable de-tection results. 

• Decentralization: Consensus mechanisms eliminated single points of failure, enhancing system robustness. 

• Auditability: Transparent, traceable records enabled easy auditing of account validations, build-ing trust in the 

system. 

The blockchain-based reputation system effectively tracked user behaviour over time, identifying mali-cious 

activities across platforms. 

 

3. Cross-Platform Scalability 

The framework was tested on platforms like Facebook, Twitter, and Instagram, demonstrating: 

• Seamless Integration: APIs facilitated consistent detection mechanisms across platforms. 

• Large-Scale Data Handling: Cloud infrastructure enabled processing of millions of user ac-counts 

simultaneously. 

Performance variations due to platform-specific data formats were minimized through standardized APIs and 

adaptable ML models. 

 

4. Privacy Compliance 

The framework adhered to privacy regulations, particularly GDPR, through: 

• Data Anonymization: Sensitive user data was anonymized, with only non-sensitive information stored on the 

blockchain. 

• User Consent: A consent mechanism ensured accountability, with consent records stored on the blockchain. 

• Data Minimization: Only essential data for fake account detection was collected and processed. 

These measures ensured high detection accuracy while maintaining user privacy. 
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5. System Performance 

• Latency: Real-time processing by AI/ML models ensured prompt detection, with optimized smart contracts 

minimizing blockchain-related delays. 

• Scalability: Cloud-based infrastructure and distributed nodes supported large-scale operations and fault 

tolerance. 

• Energy Efficiency: A Proof of Stake (PoS) consensus mechanism reduced energy consumption compared to 

traditional Proof of Work (PoW) systems. 

 

6. Challenges and Limitations 

While the framework delivered promising results, challenges included: 

• Blockchain Scalability: Public blockchains like Ethereum face throughput issues. Layer 2 solu-tions or private 

blockchains could improve performance. 

• Adoption by Social Media Platforms: Convincing platforms to integrate decentralized systems remains a 

challenge due to their reliance on centralized databases. 

• Real-Time Adaptation: Detection models require further optimization to adapt to emerging tac-tics by 

malicious actors, such as adversarial attacks. 

• Energy Consumption: While PoS reduced blockchain energy use, cloud-based processing de-mands 

optimization for sustainability 

 

VI. CONCLUSION 

 

This research proposes a novel framework integrating blockchain technology with AI and machine learning (ML) to 

detect fake social media accounts, addressing the significant cybersecurity risks posed by fake accounts. By leveraging 

blockchain’s decentralization and immutability, the framework ensures tamper-proof data integrity and transparency, 

while AI/ML models analyze user behavior and content to identify suspicious patterns. This solution offers cross-

platform scalability, ensuring consistent detection across social media networks, and adheres to privacy regulations like 

GDPR. Despite challenges such as blockchain scalability, adoption by platforms, and real-time adaptation, the 

framework provides a robust, secure, and scalable approach to combating fake accounts. Future improvements could 

include real-time adaptive models, expansion to additional platforms, and the use of federated learning to enhance 

privacy. Overall, the proposed framework offers a transformative solution to improving trust and security in social 

media environments, providing a comprehensive approach to fake account detection and mitigation. 
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