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ABSTRACT: This project introduces a disaster recovery system that uses fog computing to store data closer to users,
reducing delay and improving speed. It ensures secure, encrypted backups and fast recovery during system failures.
Compared to traditional cloud backups, it offers better performance, reliability, and uptime.
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I. INTRODUCTION

In today’s fast-paced digital world, ensuring data safety and availability during disasters has become a top priority for
organizations. Traditional cloud-based backup systems are widely used but often struggle with high latency,
centralized failures, and increased bandwidth consumption—especially during large-scale recovery operations. This
project introduces a fog-based disaster recovery solution called FogSecure Backup, designed to overcome these
limitations by decentralizing backup processes. The system uses fog computing to store compressed and encrypted data
at edge nodes, closer to the source, reducing latency and improving recovery speed. It integrates two core components:
FogDrive for local encryption and FogStore for secure, distributed backup. By using strong encryption standards like
AES and OpenPGP, the system ensures data privacy and reliability. This solution is ideal for environments such as
IoT, enterprise IT, and healthcare, where real-time recovery is essential.

II. PROPOSED METHODOLOGY

The FogSecure Backup system is designed using a fog—cloud hybrid architecture. It consists of multiple functional
blocks: Data Acquisition, Fog Node Processing (FogDrive), Distributed Backup Storage (FogStore), Optional
Cloud Synchronization, and a Dashboard Interface for monitoring and access control.

A. Fog Node Data Processing (FogDrive)

FogDrive is responsible for handling data preprocessing at the edge. This includes:
e Identifying critical data for backup

o Compressing data using zlib

e  Encrypting data with AES-256 and OpenPGP

e Triggering backups based on time or event-driven schedules

These steps ensure that sensitive data is securely processed before being transmitted or stored.
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Process Tools/Methods Purpose Location

Data File Watchers / Rules|Tag importantEdge Node

Identification files

Compression zlib (Python) Reduce  StorageFogDrive

Space

Encryption |AES-256 +HEnsure datalFogDrive
OpenPGP confidentiality

Scheduling  [Cron/Daemon Automate backup/FogDrive
Scripts triggers

B. Distributed Storage and Recovery (FogStore)
FogStore acts as a decentralized Backup-as-a-Service (BaaS) layer. It manages encrypted backups with redundancy and
rapid recovery capabilities.

Component Function Technology Used

Distributed Storage Store encrypted backupsMySQL, Docker
redundantly

Recovery Manager Restore latest available|Python, REST API
data quickly

Integrity Checker Ensure consistency andHashing Algorithms
data health

C. Cloud Sync and Dashboard Interface
The optional cloud sync module sends backups to platforms like AWS or DigitalOcean for long-term retention. A
Flask-based web dashboard provides administrators with real-time control over backup processes and system status.

Feature Tool Used Purpose

Monitoring Dashboard  |Flask Web|Visualize system activity and node
[Framework health

Access Control IRole-Based Ensure secure access to admin/user

Login System  froles

Cloud Backup Integration AWS  S3 Provide cloud redundancy and|
DigitalOcean  |archiving
IAPI

III. RESULTS AND PERFORMANCE EVALUATION

To validate the effectiveness of the FogSecure Backup system, a series of tests were conducted comparing it against a
traditional cloud-only backup solution. Key performance metrics such as latency, backup speed, system uptime, and
security were analyzed. The tests were carried out in a controlled environment using edge devices and a local cloud
emulator setup.

IJIRSET©2025 | AnISO 9001:2008 Certified Journal | 13939



http://www.ijirset.com/

ﬂ"ﬂgﬁ International Journal of Innovative Research of
[FII:IJ=j Science, Engineering and Technology (IJIRSET)

|www.ijirset.com |A Monthly, Peer Reviewed & Refereed Journal| e-ISSN: 2319-8753| p-ISSN: 2347-6710|
Volume 14, Issue 5, May 2025
|DOI: 10.15680/IJIRSET.2025.1405381

A. Performance Comparison

Metric Cloud-Only FogSecure Improvement
Backup Backup

Latency 1015 seconds 6-9 seconds 130-40%

Backup Speed 200 MB/min {250 MB/min [ 25%

Encryption 95% (in  peak100% 1 Full reliability

Success loads)

Storage Moderate (withHigh (with|t 15% better usage

Efficiency overhead) compression)

System Uptime [97%  (downtime/99.9% 1 Resilience with fog
during sync)

Scalability Limited by|Scales with edge| Linear scaling
bandwidth nodes

B. Observations

e Latency Reduction: Since data is processed and stored closer to the source, fog-based storage significantly
reduces the time needed for both backup and restoration.

e Speed & Throughput: Fog nodes reduce congestion on the cloud channel, enabling faster backups without
saturating internet bandwidth.

o Security & Integrity: All test scenarios maintained 100% data encryption success, and no unauthorized
access was detected.

e Redundancy & Availability: The use of distributed fog nodes ensured that backup services remained
available even during network failures.

e Compression Efficiency: On average, FogSecure reduced file sizes by 15-20% without data loss, saving
storage space.

C. Testing Environment
e Hardware Used: Raspberry Pi 4 (fog node), Intel Core i5 system (cloud simulation), 8GB RAM
e Software Stack: Python (zlib, gnupg), Flask, MySQL, Docker
e Testing Tools: Custom Python benchmarking scripts for latency and throughput, Flask admin dashboard for
monitoring

IV. CONCLUSION AND FUTURE ENHANCEMENTS

This paper presented FogSecure Backup, a fog—cloud hybrid disaster recovery framework designed to overcome the
limitations of traditional cloud-only backup systems. By leveraging the distributed nature of fog computing, the
proposed system reduces latency, enhances backup speed, and ensures data security through advanced encryption
techniques such as AES and OpenPGP.

The system successfully integrates FogDrive for localized data preprocessing and FogStore for distributed encrypted
storage, providing a scalable and fault-tolerant backup-as-a-service (BaaS) model. Experimental results demonstrate
significant improvements in performance metrics, including reduced latency, increased system uptime, and improved
storage efficiency. The use of a web-based dashboard further simplifies monitoring and access control, making the
system user-friendly and easy to manage.

Despite its advantages, the current implementation can be further enhanced in future iterations. Potential improvements
include:
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Integration of Al and machine learning for predictive backup scheduling and failure detection.
Blockchain-based audit logs to increase transparency and traceability in data operations.
Dynamic node allocation for better load balancing across fog nodes.

Support for mobile and lightweight edge devices, increasing deployment flexibility.
Enhanced compliance features to meet data protection regulations such as GDPR and HIPAA.

In conclusion, FogSecure Backup offers a reliable, secure, and efficient solution for modern disaster recovery needs,
especially in latency-sensitive and real-time environments like IoT, healthcare, finance, and smart cities.
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